
Log4j in 2025: The Risks We Still Choose
Log4Shell was downloaded nearly 40 million times this year; but it is just 
the tip of the iceberg with avoidable open source vulnerabilities.
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Sonatype is the leader in AI-driven DevSecOps. As the maintainers of Maven Central and creators of Nexus Repository, Sonatype has spent two decades pioneering how the world manages 
and secures open source software — making Sonatype the trusted authority for modern software supply chains. With unmatched open source visibility and a unified product suite built for 
modern software development, Sonatype gives enterprises the intelligence and automated governance they need to harness the full potential of open source and AI. Sonatype handles the 
complexity behind the scenes: guiding component and model selection, blocking harmful malicious code, automating dependency and vulnerability management, and ensuring faster, more 
reliable builds — so developers spend more time on innovation and less time on remediation and rework. Trusted by more than 15 million developers, Sonatype helps power secure, modern 
software development at nearly 2,000 global organizations including 70% of the Fo�tune 100. To learn more about Sonatype, please visit www.sonatype.com.

The Avoidable Java Risks We’re Still Choosing
Vulnerable Java components most frequently downloaded from Maven 

Central despite safe version availability

commons-lang

Safe version 3.18.0 
released July 2025

CVE-2025-48924 disclosed in 
version 2.6

snappy

Safe version 0.5 
released May 2024

CVE-2024-36124 disclosed in 
version 0.4

commons-compress

Safe version 1.26 
released February 2024

CVE-2012-2098, CVE-2024-26308, 
CVE-2020-1945, CVE-2024-25710, 
CVE-2021-36374 disclosed in 
version 1.21

99.88%

99.58%

jdom2

Safe version 2.0.6.1 released in 
December 2021

CVE-2021-33813 included in 
version 2.0.6

57.73%

46.32%
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