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Sonatype IQ Cloud Migration Services

A structured, expert-led engagement that supports migration from self-hosted Lifecycle or Repository Firewall
(IQ Server) to Sonatype IQ Cloud. This service guides a smooth transition to a fully managed cloud platform,
including SSO integration and configuration alignment, with documented results and a clear path to long-term

ownership.

Key outcomes and benefits

@ Faster time-to-value: Accelerate migration to IQ Cloud
through a structured approach.

® Reduced risk: Minimize downtime and configuration issues
with planned execution.

© Operational readiness: Deliver configured environments
and documentation for long-term ownership.

@ Integration confidence: Review integrations and align them
to the target cloud environment.
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Who should engage?

Organizations looking to:

e Migrate from IQ Server to Sonatype IQ Cloud.
e Simplify operations through a managed cloud platform.
e Standardize and improve policy governance.
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About Professional Services

Sonatype Professional Services deliver
expert-led engagements that accelerate
adoption, reduce risk, and drive
measurable outcomes.

What you can expect

e Structured, outcome-driven delivery
e Expert guidance throughout
o Documented results

e Clear handoff for ownership
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Recommended roles:

System Administrators
DevOps Engineers
Architects

Technical Program Managers
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Sonatype IQ Cloud Migration Services

Migration Services support the transition from self-hosted IQ Server environments to Sonatype IQ Cloud.
Sonatype provides structured guidance for migration planning, SSO configuration, and environment

alignment while the customer manages infrastructure. The result is a smooth transition with documented
outcomes and a clear path to long-term ownership in Sonatype IQ Cloud.

We don't just migrate your data, we enable your transition to Sonatype IQ Cloud!

PHASE |

Migration Discovery

e Review environment and integrations
e Define scope, approach, and timeline
e Align stakeholders

PHASE Il

Assessment & Planning

e Evaluate configurations and dependencies
e Define migration approach and checkpoints
e Develop migration plan

PHASE IlI
Execution & Configuration

e Perform staged migration to 1Q Cloud
e Configure SSO and access controls
e Review integrations and workflows

PHASE IV
Validation & Cutover

e Validate access, workflows, and integrations
e Document findings and readiness

e Execute controlled cutover and transition to
ownership
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Delivery Timeline

o

Standard duration: typically 1-3 months
(staged migration with checkpoint-driven
progress)

Engagement model: 1-2 weeks of direct
specialist involvement across key milestones
Delivery model: virtual by default; on-site not
applicable

Planning: confirmed during discovery with
milestone checkpoints

Success Criteria

IQ Server migration to IQ Cloud completed
Data and configuration results documented
SSO integration configured

Integrations reviewed with recommendations

Handoff completed with migration
documentation

Customer Responsibilities

Provide required data and access
Assign a project owner and ensure participation
Participate in migration planning

Own operations after handoff

Sonatype is the software supply chain management company. We enable organizations to innovate faster in a highly competitive market. Our industry-leading platform empowers engineers to

develop software fearlessly and focus on building products that power businesses. Sonatype researchers have analyzed more than 120 million open source components — 40x more than its

competitors — and the Sonatype platform has automatically blocked over 115,000 malicious components from attacking software development pipelines. Enabling high-quality, secure software

helps organizations meet their business needs and those of their customers and partners. More than 2,000 organizations, including 70% of the Fortune 100 and 15 million software developers,

rely on our tools and guidance to be ambitious, move fast and do it securely. To learn more about Sonatype, please visit www.sonatype.com.
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