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September 27, 2023

To Whom It May Concern:

Stratum Security performed an Application Security Assessment of the HDS web application, on behalf of
Sonatype during September 2023.

Stratum assessed the HDS application for platform and application-level vulnerabilities, including but not
limited to those listed in the Open Web Application Security Project (OWASP) Top 10 list. The goal of the
assessment was to simulate attacks from the role of an un-authenticated Internet user, as well an
authorized application user. Stratum used a number of different tools and techniques to assess the
security posture of the application. The tests were designed to identify functional security flaws in the
application.

Stratum completed a full penetration test of the application, finding no vulnerabilities.

Sincerely,
Daniel Purucker

Managing Partner
Stratum Security



