Sonatype Consulting Services Overview

Sonatype offers a range of consulting services to help our customers analyze and improve the use of open
source in their software development processes.

Repository Health Check What'’s Included With Health Checks?
Do you know what’s really in the repositories your

development teams use every day? Are your components Our consultant will perform a thorough
free of license and security issues? Sonatype will assess your | automated open source component

. . . review that includes:
repository health and provide concrete recommendations

to help you gain better visibility and control of your open «  Report summary assessing overall

source usage. component usage.

Application Health Check * Detailed report showing license,
version, and security information for

Do you know if your key applications are free of security
every open source component.

or license issues? Sonatype will analyze the composition
of your applications and identify security vulnerabilities or * Scorecard assessing potential risk
unwanted license types. We'll also help you find ways to areas.

improve your processes to catch issues earlier in the process
¢ Technical and business recommenda-

and avoid costly rework. . .
tions for follow-on actions.

Insight Quick Start

Get started quickly with Sonatype Insight to improve your use of open source components. We will help you
understand and optimize your processes so you can make the best of use of Insight. We'll train you to install,
configure and run the tools as well as analyze the results. This service, a mix of consultation and

training, is strongly encouraged for all new Insight customers.

Development Process Consulting

Regardless of where your team is in its adoption of Apache Maven and Sonatype Nexus, our consultants can
help you get more from these tools. We can help optimize your development process leveraging our years
of experience using these tools. The service takes a close look at your Maven environment, repository usage,
release management process and continuous integration process. We'll work with your team and prepare a
formal report with key recommendations.
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Sonatype Insight Application Health Check

The Insight Application Health Check analyzes your applications and identifies security vulnerabilities or
unwanted license types. We'll help you find ways to improve your processes to catch issues earlier in the
process and avoid costly rework. A Sonatype consultant will perform an automated review of your applica-
tion, and identify the license, version and security information for each open source component.

Deliverables

A summary report that categorizes the contents of each reviewed application including the number
of security issues identified, license types that may be in conflict with organizational policies and the
number of components that are potentially “out of date”.

Detailed reports showing metadata for every open source component in each reviewed application,
including:
* Reported security issues
* License type as indicated both in the POM and source files
e License conflicts where the license of the component and a dependency are incompatible
e Components for which a new version has been available for more than a specified amount of
time
e Components that are “immature” based on the time elapsed since first availability or the
number of downloads from The Central Repository.

A scorecard assessing your application’s potential risk areas, based on a prior discussion of your
organization’s risk profile and usage policies for OSS components

A set of detailed technical and business recommendations for follow-on action, based on the
results of the Insight Application Health Check.

Pricing

The service is priced based on the number of applications to be analyzed.
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Sonatype Insight Repository Health Check

The Insight Repository Health Check assesses the health of your repositories and provides concrete
recommendations to help you gain better visibility and control of your open source usage. A Sonatype
consultant will perform an automated review of your repositories, and identify the license, version and
security information for each open source component.

Deliverables

A summary report that categorizes the contents of each reviewed application including the number
of security issues identified, license types that may be in conflict with organizational policies and the
number of components that are potentially “out of date”.

Detailed reports showing metadata for every open source component in each reviewed application,
including:
e Reported security issues
e License type as indicated both in the POM and source files
e License conflicts where the license of the component and a dependency are incompatible
e Component popularity by version
e Components for which a new version has been available for more than a specified amount of
time
e Components that are “immature” based on the time elapsed since its first availability or the
number of downloads from The Central Repository.

A scorecard assessing your application’s potential risk areas, based on a prior discussion of your
organization’s risk profile and usage policies for OSS components.

A set of detailed technical and business recommendations for follow-on action, based on the
results of the Insight Repository Health Check.

Pricing

The service is priced based on the number of repositories and components to be analyzed.
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Sonatype Insight Quick Start

The Insight Quick Start helps you understand and optimize your processes so you can make the best of use
of Insight. We'll also train you to install, configure and run the tools as well as analyze the results. This
service, a mix of consultation and training, is strongly encouraged for all new Insight customers.

Deliverables

Consultation: We'll help you install, configure and use Insight. The service includes:
* Downloading and installing necessary software
e Configuring Insight products
* Configuring Insight rules, alerts and labels to help you implement your open source policies

e Utilizing the Insight products to perform an initial evaluation and assessment of your open
source consumption.

Training: We'll provide hands-on training to help you best use each Insight tool. You'll learn how to:
e Configure each tool, including rules, alerts, labels and reports
e Operate and maintain each tool
e Understand how to interpret and use Insight reports.

Pricing

$2,500 per day plus T&E (for onsite service).

SONATYPE | www.sonatype.com | sales@sonatype.com
+1301-684-8080 | 12501 Prosperity Drive, Suite 350, Silver Spring, MD, 20904

Copyright © 2011, Sonatype Inc. All rights reserved. Sonatype and Sonatype Insight are trademarks of Sonatype, Inc.
All other trademarks are the property of their respective owners.



Sonatype Development Process Consulting

Development Process Consulting will take a close look at your Maven environment, repository usage, release
management process and continuous integration process to help you optimize your development process.
We'll prepare a formal report that includes key recommendations for improving your processes.

A Sonatype consultant will review the following:

e Apache Maven environment, including version(s), plug-ins and m2eclipse usage
e Maven settings (local and global)

* Project object model (pom) implementations
* Archetype usage

e Build lifecycles and goals

e Dependency management

e Standard and custom builds

» Site generation and reporting

* Repository management and implementation
* Release management process

e Continuous integration process

Deliverables
A report summarizing the findings.

A set of detailed technical recommendations for follow-on action based on the results of the
assessment.

A review session with your team to discuss the recommendations and answer questions.
Pricing

$2,500 per day plus T&E (for onsite service).
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